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1.  
Authorization to share information.  Student background check reports and drug screening results maintained by educational institutions are records subject to the Family Educational Rights and Privacy Act (FERPA).  FERPA prohibits the release of educational records without a student’s written authorization unless there is a specific FERPA exception authorizing a release without a student’s written authorization.  Given that an affiliated healthcare facility is offering educational services that would otherwise be provided by the educational institution, FERPA can be reasonably interpreted to permit institutions to release the information to the clinical facility without the student’s authorization.  NOTE: HIPAA is not applicable to this scenario.
OPTION ONE:  Adopt a policy that the institution will NOT share background check and drug screening information with healthcare facilities.  This position should also be stated in the affiliation agreement.
OPTION TWO:  Select one of the following practices sharing  background check and drug screening information with healthcare facilities.  In choosing this option, the institution’s FERPA policy must be updated to reference “affiliated clinical facilities” as “university officials with a legitimate educational interest.”  See Model FERPA policy at: http://www.utsystem.edu/ogc/CATALOG/ferpa.htm
ACCEPTABLE PRACTICE: 

1)
Provide general notice to students (i.e. catalog) that background check reports and drug screening results may be provided to affiliated healthcare facilities that the student will be attending as part of their required course of study. 
2) 
Release the information to the facility upon its request without the student’s specific written authorization.

BETTER PRACTICE:

1)
Provide general notice to students (i.e. catalog) that background check reports and drug screening results may be provided to affiliated healthcare facilities that the student will be attending as part of their required course of study.
2)
Obtain a general release from students at the time of the background check or screening that  authorizes the release of reports or results to any affiliated clinical facility to which the student may be assigned. (Attachment A).
3)
Release the information to the facility upon its request.
BEST PRACTICE:

1)
Provide general notice to students (i.e. catalog) that background check reports and drug screening results may be provided to affiliated healthcare facilities that the student will be attending as part of their required course of study.

2)
Obtain a specific release from the student at the time the facility requests the information that contains the name of the facility to which the student authorizes the release of the information and states the purpose of the disclosure. (Attachment B).
3)
Release the information to the facility upon receipt of the student’s authorization.

2.
Requests for Information.  Request for background check reports or drug screening results must be submitted in writing, state the reason why the information is needed, and handled by one central office (i.e. Dean’s office, Student Affairs office).
REQUIRED ACTION:
Maintain a record of request for as long the background check report or the drug screening results are maintained.
3.
Transmission of Information.  Educational records must be sent to third-parties in a confidential manner.  This can be achieved either by mailing the information and marking the outside of the envelope confidential, or scanning and emailing the records directly to the  secure email address for receipt of confidential information as identified by the clinical facility, preferably in the affiliation agreement. Transmission via facsimile is not recommended since often times the receiving fax machine is a public area of an office.

4. Confidentiality of Information.  In releasing educational records to other entities, FERPA requires that the third-party maintain the confidentiality of the educational records while the records are in their possession.
REQUIRED ACTION:
When transmitting the information, institutions must inform the affiliated healthcare facility that:

a)
the information is confidential and subject to FERPA;  
b)
the information may only be viewed by individuals who have a legitimate need to view the information to verify or audit the qualifications of the student to participate in the educational program at the facility; 
c)
the information may not be redisclosed to other entities without the student’s written authorization; 
c)
the information must be destroyed when it is no longer needed for the purposes for which the information was provided to the entity; and 
d)
improper disclosure of personally identifiable information contained within the report may result in the university being prohibited from providing the facility access to this information for at least five years. (Attachment C).
5.
Affiliation or Program Agreements.  If an institution intends to share criminal background check or drug screening information with healthcare facility, its affiliation or program agreements should indicate that the clinical facility is subject to the requirements of FERPA as to any documents received by the clinical facility from the institution related to one of its students.  
ATTACHMENT A
UNIVERSITY OF TEXAS AT ________________

CONSENT AND RELEASE
Required Background Check [Optional: and Drug Screening] 
A background check [and drug screening] is required as a part of the admissions process or as a condition of continued enrollment.  Some University-affiliated clinical facilities may also require disclosure of a student's background check report [and drug screening results] prior to permitting the student to participate in the educational program at the facility. UT __________ engages the services of a private agency to conduct this background check [Optional: and drug screening].  A favorable review of this information by UT _____________ as a condition of admission and continued enrollment is not binding upon a clinical facility.  A clinical facility may refuse to permit a student to participate in the clinical practicum at the facility if background check information [or drug screening results] is not provided, or if upon review of a student’s background check [and drug screening], it determines the student is disqualified.  Please complete the following authorization: 
I hereby authorize UT ____________ to obtain and review background check reports [and drug screenings].  I further authorize UT _________________ to release background check reports [and drug screenings] in its possession to affiliated clinical facilities that I may attend as part of my educational requirements.  This information is being release so that the clinical facility may verify my qualifications to participate in the educational program offered at that facility or for auditing and accreditation purposes.  I further authorize UT_______ permission to access and release certain personal identifying information, such as identification numbers, for the purposes stated herein.

________________________________________

Signature

________________________________________

Printed Name

________________________________________      
[Student ID No., Application No., or Date of Birth]
________________________________________

Date

ATTACHMENT B
UNIVERSITY OF TEXAS AT ________________

CONSENT AND RELEASE

Required Background Check [Optional: and Drug Screening] 

A background check [and drug screening] was required as a part of the admissions process or as a condition of continued enrollment.  Some University-affiliated clinical facilities may also require disclosure of a student's background check report [and drug screening results] prior to permitting the student to participate in the educational program at the facility.  A favorable review of this information by UT _____________ as a condition of admission and continued enrollment is not binding upon a clinical facility.  A clinical facility may refuse to permit a student to participate in the clinical practicum at the facility if background check information [or drug screening results] is not provided, or if upon review of a student’s background check [and drug screening], it determines the student is disqualified.  Please complete the following authorization: 
I authorize UT _________________ to release background check reports [and drug screenings] in its possession to [Name and address of affiliated clinical facilities].  The purpose of releasing this information is to permit the clinical facility to verify my qualifications to participate in the educational program offered at that facility [OR for auditing and accreditation purposes].  I further authorize UT_______ permission to access and release certain personal identifying information, such as identification numbers, for the purposes stated herein.

________________________________________

Signature

________________________________________

Printed Name

________________________________________      
[Student ID No., Application No., or Date of Birth]
________________________________________

Date
ATTACHMENT C
Cover letter to Clinical Facility accompanying requested background check information and/or drug screening results

CONFIDENTIAL INFORMATION

Dear [Representative of Clinical Facility]:

Pursuant to your request, enclosed please find the background check report [and the drug screening results] related to [Name of student].  This information is being provided to [Name of Clinical Facility] so that it may verify the student’s qualifications to participate in the educational program offered at the facility [OR: for auditing and accreditation purposes].  
This information constitutes an “educational record” that is subject to the Family Educational Rights and Privacy Act (FERPA), codified 20 U.S.C. §1232g.  In accordance with FERPA, the information must be handled as confidential and may only be viewed by individuals at your facility who have a legitimate need to view the information to verify the qualifications of the student to participate in the educational program at the facility.  The information contained within the enclosed report may not be redisclosed to other entities without the student’s written authorization.  Finally, the report must be destroyed when it is no longer needed for the purposes for which it was provided to your facility.  Please note that if the federal Family Policy Compliance Office determines that your facility improperly disclosed personally identifiable information contained within the report,  the university  may not provide your facility access to educational records for at least five years.

If you have any questions or concerns about the information contained within the background check report [or the drug screening results], please contact me at once.

Sincerely,
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