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The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is a federal law that protects the privacy of student education records. The law applies to all schools, including secondary institutions of education,  that receive funds under an applicable program of the U.S. Department of Education (DOE). Student education records are defined very broadly by FERPA to include any record maintained by the institution that is directly related to a student who is in attendance (or records made while that student was in attendance) at the institution.
 FERPA applies to all such records, even if the student is no longer in attendance unless the student is deceased. Generally, schools must have written permission from the student in order to release any personally identifiable information (PII) derived from a student's education record. 
 

Texas public educational institutions are also subject to the Texas Public Information Act (PIA).  Generally, education records are not subject to the PIA.  However, if the student provides a consent to the release, the institution must release the student’s education records through a Public Information Request to the requestor. However, the consent does not operate as a waiver to make the records available to anyone who is not a party to the consent.  That means that records maintained by the institution of the PIA regarding requests it has fulfilled that involve FERPA PII obtained with the student’s consent, since they do contains PII derived from an education record, are education subject to FERPA.
FERPA allows schools to disclose those records, without consent, to the following parties or under the following conditions: 

*   School officials, including teachers, within the agency or institution whom the agency or institution has determined to have legitimate educational interests with legitimate educational interest;


*   Other schools to which a student is transferring;

*   Specified state or federal officials for audit or evaluation of federal or state supported school programs or enforcing compliance with such program;


*   Appropriate parties in connection with financial aid to a student;

*   Organizations conducting certain studies for or on behalf of the school for developing and evaluating tests, administering school aid programs or improving instruction.


*   Accrediting organizations;


*   To comply with a judicial order or lawfully issued subpoena; 


*   Appropriate officials in cases of health and safety emergencies;
 


*   State and local authorities, within a juvenile justice system, pursuant to specific State law;

*  To a third party contractor to perform a service that the University could provide itself, if the proper contractual controls are in place; 

*  To the US Attorney General or a designee as provided by the Patriot Act to investigate or prosecute terrorism; 

In addition, institutions may adopt a policy to release certain non-sensitive information such as a student’s name, major or address information as “directory information” without the student’s consent, but only if the student is notified of the policy and given the opportunity to opt out  of the release of his or her directory information. In addition, this exception cannot be used in conjunction with another exception or to provide additional information in response to a “targeted request” as described infra. 
Additional specific conditions apply to any releases made pursuant to most of these exceptions. Students have the right to request and review all of their own education records maintained by or on behalf of the school. The school is not required to document disclosures made pursuant to one of these exceptions. However, if an unauthorized disclosure occurs, that disclosure must be documented and provided to a student upon the student’s request.

ACCESS TO SYSTEM INSTITUTION’S FERPA RECORDS BY UT SYSTEM OFFICIALS

Currently, UT System Administration does not receive DOE funds that would make it directly subject to FERPA, although it has in the past. It is not clear if System currently retains any such funds that would make it directly subject to FERPA. However, the OGC model FERPA rule, which System institutions have adopted, is broad enough to permit System officials and the Board of Regents to access PII subject to FERPA under the “school official exception”.
 
Because a subsequent unauthorized disclosure by an individual under the school official exception constitutes a FERPA violation, a school official who receives PII under this exception is also required to comply with all of the requirements in place under FERPA for maintaining the confidentiality and security of the PII that they access or receive. If the school official does not comply, the institution from which the school official obtains the records is subject to enforcement for its failure to ensure the school official’s compliance with FERPA.

The regulations were amended 2008 to clarify that an individual’s status as a school official alone, even a highly placed one, such as a chancellor or a regent, does not constitute sufficient justification for access to PII from an education record:

Sec.  99.31(a)(1)(ii), requires an educational agency or institution to use reasonable methods to ensure that school officials have access to only those education records in which the official has a legitimate educational interest. Thus, a district or institution that makes a disclosure solely on the basis that the individual is a school official violates FERPA if it does not also determine that the school official has a legitimate educational interest. The regulations in Sec.  99.31(a)(1)(ii) are designed to clarify the responsibility of the educational agency or institution to ensure that access to education records by school officials is limited to circumstances in which the school official possesses a legitimate educational interest.

Federal Register, Vol. 73, No. 237, p. 74817.
Accordingly, when requests are made by the Board Office (or any other System official) or individual Regents for PII from institutions’ education records under the “school official exception”, the request must document the particular specific educational interest that the requesting individual has in the particular record(s) requested.

Guidance issued by the Department of Education clarifies that an official’s personal interest in a record  does not per se qualify as an educational interest.
 For example, the DOE has opined that a professor who accessed to an education record alleging the professor had engaged in misconduct on the basis that he had an interest in defending himself against the allegations did have a legitimate educational interest that would justify his access to the record.
 The DOE also found that his subsequent disclosure of the records to his personal lawyer for the purpose of formulating a defense was also a FERPA violation.

UNAUTHORIZED DISCLOSURE OF FERPA PII
Any access or use of PII from an education record that is not made pursuant to the student’s express consent, or pursuant to an exemption expressly recognized by FERPA, constitutes unauthorized access in violation of FERPA.

Although it is possible to use or disclose education records that have been redacted or de-identified without violating FERPA, there are special rules that make it harder to ensure that records have been sufficiently de-identified to ensure that their disclosure does not constitute a violation.

One is the concept of targeted requests. FERPA prohibits the release of any “information requested by a person who the institution reasonably believes has direct, personal knowledge of the identity of the student to whom the education record relates”, sometimes known as a ‘‘targeted request.’  34 CFR §99.3(g), “Personally identifiable information”.  In other words, if the institution receives a request for information and the institution reasonably believes that the requestor already has knowledge of the student’s identity such that the redaction is a useless formality, the information cannot be released, even in redacted form. See Federal Register, Vol.  73, No. 237 at  748290-74830.

Additionally, an institution cannot release information that, alone or in combination, is linked or linkable to a specific student such that a reasonable person in the school community who does not have personal knowledge of the relevant circumstances,  could identify the student with reasonable certainty. 34 CFR §99.3(e), “Personally identifiable information.” 
As explained by the DOE:

The purpose of FERPA is two-fold: to assure that parents and eligible students can access the student’s education records, and to protect their right to privacy by limiting the transferability of their education records without their consent. 120 Cong. Rec. 39862. As such, FERPA is not an open records statute or part of an open records system. The only parties who have a right to obtain access to education records under FERPA are parents and eligible students. Journalists, researchers, and other members of the public have no right under FERPA to gain access to education records for school accountability or other matters of public interest, including misconduct by those running for public office. … [T]he regulatory standard for defining and removing personally identifiable information from education records establishes an appropriate balance that facilitates school accountability and educational research while preserving the statutory privacy protections in FERPA. The simple removal of nominal or direct identifiers, such as name and SSN (or other ID number), does not necessarily avoid the release of personally identifiable information. and place of birth, race, ethnicity, gender, physical description, disability, activities and accomplishments, disciplinary actions, and so forth, can indirectly identify someone depending on the combination of factors and level of detail released. Similarly, and as noted in the preamble to the NPRM, 73 FR 15584, the existing professional literature makes clear that public directories and previously released information, including local publicity  and even information that has been de-identified, is sometimes linked or linkable to an otherwise de-identified record or data set and renders the information personally identifiable. The regulations properly require parties that release information from education records to address these situations. 

Federal Register, Vol. 73, No. 237, p. 74831.

Therefore, if an institution seeks to release information obtained from an education record, even though it does not identify the student about whom the record pertains, great care should be taken to ensure whether there is other information already in the public domain that would allow a person within the community to identity of the student. If that cannot be ensured, the institution’ s responsibility under FERPA is to err on the side of caution and refrain from releasing the information, even if it determines that release of the information would be in the interests of System or the public. 

CONSEQUENCES OF UNAUTHORIZED DISCLOSURES IN VIOLATION OF FERPA
 FERPA, unlike HIPAA and state privacy laws, does not require an institution to provide a breach notice to an individual whose PII is the subject of unauthorized access. Instead, the institution’s duty is to retrieve the data or ensure that it has been securely destroyed and make a notation in the student’s record that an unauthorized access has occurred.  The institution should take any necessary steps, including, in some cases, notification to the student, necessary to mitigate any actual or potential harm created by the unauthorized disclosure or access.   
In addition, if any of the PII also constitutes personal “sensitive data”, as that terms is defined by state law, and is subject to any unauthorized access, the institution is required to provide breach notices to all students whose unencrypted data is the subject of an unauthorized access.
 

It should be stressed that a single unauthorized disclosure of an education records is not in itself grounds for an enforcement action against the institution by the DOE that will result in the institution’s exclusion for eligibility to receive federal funds.  Rather, FERPA requires institutions subject to FERPA to have policies in place to ensure compliance with FERPA and to prevent unauthorized disclosures. However, recent amendment to the FERPA regulations give the DOE additional authority to issue cease and desist orders and conduct audits which may tax institution’s resources and cause reputational harm to the institution and/or System.  

FERPA does not provide an individual cause of action enforceable under federal law such as 42 USC Section 1983. However, an individual who intentionally discloses PHI from an education record in violation of FERPA could be subject to a tort action for intentional invasion of privacy. UT System and its institutions have immunity from intentional torts such as this one. However, an employee or official who violates a System policy or requirement that result in a FERPA violation would be acting outside of his or her scope of authority and a cause of action could be brought against that person individually.   
CONCLUSION

FERPA is a federal regulation that involves a great deal of complexity.  Failure to understand and comply with FERPA can have serious consequences. This paper attempts to provide highlights of a few issues surrounding FERPA compliance. It is by no means intended to serve as an in depth treatise on the areas covered or an overview of FERPA itself. An institution should seek assistance from legal counsel with familiarity with FERPA and guidance issued by the Department of Education concerning FERPA .  

� The following records are specifically excluded from the definition of an education record: (1) Records that are kept in the sole possession of the maker, are used only as a personal memory aid, and are not accessible or revealed to any other person except a temporary substitute for the maker of the record; (2) Records of the law enforcement unit of an educational agency or institution that created in its capacity as a law enforcement agency rather than a department of the school; and, (3) Records relating to an individual who is employed by an educational agency or institution, made and maintained in the normal course of business,  that relate exclusively to the individual in that individual's capacity as an employee; and are not available for use for any other purpose. See 34 CFR §99.3


� PII from an education record cannot be released by an institution subject to FERPA unless permitted by an exception permitted under FERPA or with the student’s consent even if the same information is publically available.


� A “legitimate educational interest” is interpreted by the DOE to mean “the need to perform an official task that requires access” to the record. See DOE Guidance Letter to University of New Hampshire, January 1, 2000 at p 3.  


� To constitute an emergency, the release must be required to protect an immediate threat to the health and safety of a student or other person from a direct threat. The release can only be to a person capable of alleviating the threat or likely to be the subject if the harm. 


� UT System itself can also receive PII for audit or evaluation of federal or state supported school programs or enforcing compliance with such program in its capacity as a State Educational Authority (SEA).  The Office of Strategic Initiatives collects and maintains PII from System institutions and the Texas Higher Education Board for these purposes. However, since FERPA requires that PII collected under this exception can only be used by employees of the SEA who require the PII to perform these audits, cannot be accessed by those employees for any other purpose, and cannot be accessed by any other System employees or officials at all, only the Office of Strategic Initiatives has access to these records that are maintained by System as an SEA.  That office can and does de-identify these records so the de-identified records can be accessed and used by UT System for other mission related purposes.





� However, in some cases, the courts or the DOE has found that an individual has a federal due process right that is co-equivalent to the right to privacy a student has in his education records under FERPA so as to justify production of the records. Additionally, if a school official requires access to an education record to him or herself in a judicial or administrative, access could be obtained through a court order or valid subpoena in accordance with the requirements set forth in 34 CFR 99.31(a)(9). 


� DOE Guidance Letter to University of New Hampshire, January 1, 2000.  


� Id.  


� Texas Business & Commerce Code Chapter 521 requires the provision of breach notices to affected individuals if sensitive date maintained by a business, Texas state agency, or public institution is subject to unauthorized access. It defines “sensitive personal information” as 1) the individual’s name plus the individual’s social security number, driver’s license or state issued identification number, account or credit or debit card number and access code; and 2) any information that relates to the individual’s physical or mental condition, the provision of health care to the individual, or the payment for the provision of health care to the individual.





